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1. O01IHe MOT0KEeHU s

Hacrosimmee Ilonoxenune paspaboraHo Bo wucnonHeHne Konuenuumu wHGOPMALMOHHON
6ezonacaoctt MAJZIOY HTI'O nerckmii caxg «YeOypamka» B cooTBeTcTBUU ¢ DepepaibHbIM
3akoHOM Ne 149-®3 ot 27.07.2006 r. «O6 undpopmanuu, nHGOPMAIMOHHBIX TEXHOJOTHIX U O
samure uHpopmarumy, [OCT P MCO/M3K 17799-2005 «Ilpaktuueckue npaBuiia YIpaBICHUS
MH(POPMAIIMOHHON  0E30MacHOCThIO» M APYIMMH HOPMATUBHBIMU TIPAaBOBBIMH aKTaMH H
yCTaHaBIUBAET MOPAJIOK MPOBeACHUS aHTUBUpPYCcHOro KOHTpoJii B MAJIOY HTT'O nerckuii can
«Yebypamkay (manee OpraHu3ars).

TpeboBanust Hactosimero [looxeHHs SBISIOTCS HEOTHEMIIEMON YaCThIO KOMIUIEKCAa MeEp
0€30MacHOCTH U 3aIuThl HHPopManuu B Opranu3anuu.

TpeboBanust Hactosimiero [lonoeHuss pacnmpoCTpaHSIOTCS Ha BceX pPaOOTHUKOB
OpraHu3aIliy, UCIOJB3YIOUINX B paboTe CpelcTBa BHIYMCIUTEIBHON TEXHUKH (BKIIOYas paboTy B
JIOKAJTbHOW BBIYMCIUTENBHON ceT OpraHu3aiiu, npu e€ HaJIMYuH) U TOJDKHBI IPHUMEHSTHCS JUTS
BCEX CPECTB BBIYMCIIUTEIBHON TEXHUKH, SKCIUTyaTHpyeMoii B OpraHu3anuu.

Opraau3anroHHOE 00eCTIeYeHne MEPONPHUATHI aHTHBHUPYCHOTO KOHTPOJSI M KOHTPOJb 32
JEWCTBUSIMU TI0JIb30BATENCH BO3IaraeTcs Ha OTBETCTBEHHOTO 32 aHTUBHPYCHBIN KOHTPOJIb.

2. OcHoBHbBIE TEPMHUHBI, COKPAIICHUA U OIIPECACICHUSA

AC — aBTOMaTH3MpOBaHHasA cuctema OpraHu3aluu  —  CUCTeMa,  oOecreynBaronas
XpaHEHHe, 00paboTKy, mpeoOpazoBaHUE u mnepenadyy wuHopmanuu OpraHuzauuu ¢
HCIIOJIb30BAHUEM KOMITBIOTEPHOM U IPYrOil TEXHUKHU.

KomnblotepHblii BUpYe IIporpamma, crocoOHasi co3/1aBaTh CBOM KOIMUU (HE 00s3aTeIbHO
MOJIHOCTHIO COBIIAJIAIOIINE C OPUTMHAIIOM) U BHEIPSATHh UX B pa3MyHble OOBEKTHl WM PECYPCHI
KOMIIBIOTEPHBIX CHUCTEM, CeTed M Tak Janee Oe3 Bexoma moJib3oBaTens. Ilpm 3Tom komuum
COXPaHSIOT CIIOCOOHOCTD AATbHENUIIETO paclpoCTpaHEHUs

3apaskeHHasi IPOrpamMMma - 5TO IIporpamMma, CoAeprKallas BHEAPCHHYIO B HEE IpOorpamMmmy-

BHpYC.
3. Opranusanusi CHCTeMbl AHTHBHPYCHOT'0 KOHTPOJISA

3.1. Henpto  MepompusTHii [0  aHTHUBHUPYCHOMY  KOHTPOJIIO  SBJISETCS
npenoTBpaileHue norepb napopmanuu B AC Opranuzanuu.
3.2. 3amauaMy aHTUBUPYCHOM 3aIUTHI SIBIISIOTCS:

- ONpEJICJICHHE COCTaBa W perjlaMeHTa 3amycka aHTHBHPYCHBIX JUATrHOCTHYECKUX
CPEIICTB, perilaMeHTa UX PEBU3HH M OOHOBJICHUS,

- MpoBeJieHHe  NPO(PHIIaKTHYECKUX paboT ¢ TOPUMEHEHHWEM  aHTUBHPYCHBIX
JTUArHOCTHYECKHUX CPEJICTB;

- HEeMpephIBHOE oOecreueHre 3anuThl HHPOPMAIIMKA OT JCUCTBUS BPEIOHOCHBIX ITPOrpamMMm
Ha Bcex dTanax skcmryatauuu AC Opranusanu.

3.3. Jlis  npoBedeHHs MEpPONPUATHN 1O MPEJOTBPALICHUIO BHUPYCHOTO
3apakeHust mpuka3oM 1o OpraHu3alMi HA3HAYAETCs OTBETCTBEHHBIM 3a AHTUBUPYCHBIN
KOHTpOJIb. OTBETCTBEHHBIH 32 AHTUBUPYCHBIM KOHTPOJIb MOJUUHSETCS 3aBEIYIOLIEMY
Opranuzanuu, B cBoeil paboTe pPyKOBOACTBYIOTCS HacTosmmuM [lonoskeHneM, HOPMAaTHBHBIMU
aKTaMU TI0 3aluTe HHPOPMAIUH, U APYTUMHU TOKyMEHTaMHU.

3.4. K ucnonp3oBanuto B Opranuzauuu JOMYCKAIOTCS TOJbKO JUIEH3MOHHBIE
AHTUBUPYCHBIE CPEICTBA, ILIEHTPATMU30BAHHO 3aKYIJICHHBbIE y Pa3paOOTUYMKOB (TIOCTABIIMKOB)
YKa3aHHBIX CPEJICTB, PEKOMEH/I0BAHHbBIE K IPUMEHEHUIO.

3.5. VYcraHoBKa Cpe/ICTB aHTUBUPYCHOM 3aIllMThl M HACTPOMKA UX MapaMeTpPOB
B COOTBETCTBUU C PYKOBOACTBAMU IO MPUMEHEHUIO KOHKPETHBIX AHTUBUPYCHBIX CPEJICTB Ha
KoMIbloTepax B OpraHu3aiuu OCyIIECTBISIETCS OTBETCTBEHHBIM 32 aHTUBUPYCHBIM KOHTPOJIb.

3.6. OOHOBNEHNE aHTUBUPYCHBIX 0a3 JOJKHO MPOM3BOJUTHCS HE peke 1 pasza
B CYTKH aBTOMAaTHYECKH, COTJIACHO BO3MOKHOCTSIM MPOTPaMMHOTO obecriedeHus. B ciydae c6os
ABTOMATHYECKOTO OOHOBIIEHUS OOHOBIIeHWE 0a3 TMPOM3BOJUTCS BPYYHYIO C TOH IKe
MEPUOANYHOCTHIO.



3.7. O6s3aTeNbHOMY BXOJHOMY aHTUBMPYCHOMY KOHTPOIIIO MOIJIEKUT JIH00ast
uHpopmanus (TekcToBble (aiiabl MOOBIX (opMaroB, (ailibl JaHHBIX, UCHOTHSAEMbIe (ailiib),
mojiyqyaeMasi M IepeAaBaeMas 10 TEJICKOMMYHHUKAIIMOHHBIM KaHajaM CBSI3U, a Takke
nHpOpManKs Ha CheMHBIX HOCUTENSX U MOOMIIBHBIX YCTPOUCTBAX.

3.8. @Dalinbl pe3epBHBIX KOIMH, IOMELAEMBIE B 3JIEKTPOHHBIN apXUB, TOJDKHBI B
00s3aTEIbHOM TOPSIIKE MPOXOJAUTh AHTHUBUPYCHBIM KOHTPOJb. Ilepmommueckue mnpoBepKu
AIIEKTPOHHBIX APXUBOB JIOJDKHBI TPOBOIUTHCSI HE PEXKE OJTHOTO pa3a B MECSIII.

3.9. Meponpusitiuss 10 aHTUBUPYCHOM 3allMTE HA KOMIBIOTEPAX B
Opranuzanuy BKIIOYAIOT B ce0s:

+ TpoQHUIAKTHKA BUPYCHOTO 3apaskeHUS;

* aHaJuu3 CUTyalul;

+ TIPUMEHEHHUE CPEJICTB AHTUBUPYCHOU 3aIUTHI;

* TIpOBENICHHE PACCIIeJOBAaHUN MHIIMCHTOB CBSI3aHHBIX C BUPYCAMH.

4. TIpoQuiaKTHKA BUPYCHOI'O 3apakKeHHs]

4.1. B nensx WMCKIIOYEHHs MOSBJIEHHS M PACHPOCTPAHEHHMS BUPYCOB Ha paboumx
craniax AC  OpraHmzaniud  JOJDKHBI  PETYJISIPHO  TPOBOJUTCA  MPOPUIAKTUUYECKUE
MeponpusaTHs. K 0CHOBHBIM MpOQHIAKTHUECKUM paboTaM U MEPOTIPUSTHSIM OTHOCSTCS:

+  ©XKeIHEBHas aBTOMaTHYECKast NpoBEpKa  HAIWYHMsl ~ BHPYCOB  TIO
pacrnycaHumio;

« perynsipHas (He peke OJHOTO pa3a B KBapTalsl) BbIOOpOYHasi MpOBepKa pabounx
CTaHIIMH W CEpBEpPOB HA HAIMYHE BUPYCOB, JaXKe NMPU OTCYTCTBHH BHEIIHUX MPOSBICHUIN
BHPYCOB;

+  IpOBEpKa HAIMYHUS BUPYCOB Ha pabOUMX CTAHLIUAX, BEPHYBILUXCS C pEMOHTA (B
TOM YHMCJI€ TAPaHTUHHOTO) B CTOPOHHUX OpraHU3aIHIX;

+  CO3JaHME€ PE3epPBHON KOMUH MPOTPaMMHOIO MPOJIYKTa Cpa3y *Kemnocie
MpUOOpETEHNS;

¢ YCTaHOBKA 3alllUTHI OT 3allMCHU HAa CbeMHbIE HOCUTENU UH(OpMAIUH, TAE 3TO
BO3MOXHO;

+  THIaTeJbHas MPOBEpKa BCEX MOCTYMAIONINX U KYIUICHHBIX IPOrpaMM U 0a3
JTAHHBIX;

+  OTpaHHYEHHUE JOCTYIa K KOMIBIOTEPY NOCTOPOHHUX JIMII.

4.2. CosmanuMe pe3epBHOH  KONUM  NPOrPaMMHOTO  HPOAYKTAa  BBINOJIHAETCS
OTBETCTBEHHBIM 33 AHTHUBHUPYCHBIM KOHTPOJIb, OCTaJIbHBIE MNPOQIIAKTUYECKUE pabOThl H
MEPOTIPHUATHS BBIMOJHAIOTCS OTBETCTBEHHBIM 33 aHTUBUPYCHBIN KOHTPOJIb B Opranu3aluu.

5. AHaau3 cuTyaumii

5.1. TIpu coobuieHnyr aHTUBUPYCHBIX IPOrPAMM O MOAO3PEHUH HA HAJIHYUE BUPYCOB Ha
paboyeil cTaHIMKM, HEOOXOJUMO MPHOCTAHOBUTH PA0OTy W HEMEMJIEHHO H3BECTHTh 00 3TOM
OTBETCTBEHHOT'O 32 aHTUBUPYCHBIM KOHTpOJh OpraHusaiuy, a Takke APYruX MoJb3oBaTeneil u
MOJIpa3/ieNieHus, UCTob3ylomue 3T (ailnbl B paboTe, eciau 3apakeHHblE (ailiibl SBISIOTCS
COBMECTHO UCIOJIb3YEMbIMHU.

5.2. Ananmu3 cUTyallun HalW4us BUPYCOB  BBINOJHSAETCS  OTBETCTBEHHBIM 32
aHTUBUPYCHBI  KOHTposb B  Opranmzanuu. Ilpm aHammze MOryT  JIOTIOJHUTENBHO
HCIOJIb30BATHCS CIIEUAIbHOE IPOrpaMMHOE o0ecriedeHne 1j1si OOHapYKEHUSI BUPYCOB.

5.3. B Xxome aHanmsa cuTyalMu O0S3aTeNbHO TpeOyeTcs ONpPENENMTh HCTOYHHUK
3apakeHus. Eciii MCTOYHHMKOM 3apa’keHHsl SBJSIETCS CheMHbIN HOCUTeNnb 100 Jpyras pabouas
cranius OpraHuszanuu, TO HEOOXOIUMO MPOBEPHUTh HA HAIWYHME BUPYCOB pabOuyl0 CTaHLUIO -
UCTOYHMK 3apakeHus. B ciyuyae 3apaxkeHus uepe3 ri1oOaibHyo ceTb HHTepHeT wiam 1o
AJIEKTPOHHOW IOYTE CIEAYEeT HEMEIJICHHO 3a0JIOKHMpOBAaTh pecypc WM aApec 3JIEKTPOHHOMH
IIOYThl — UICTOYHMK 3aPAKEHUS.



5.4. B ciydac oOHapyXCHHsS BHPYCHOTO 3apPaKCHHs PACCIEAOBAHUE IOMYLIEHHBIX
HapymeHm"I MMpOU3BOANUTCA OTBCTCTBCHHLBIM 34 aHTHBprCHbIﬁ KOHTpPOJIb Ha OCHOBaHHU
Pernamenra pearnpoBaHusi Ha MHIMACHTHI HHPOPMAITMOHHOW 0€30IaCHOCTH, YTBEPKICHHOTO B
Opranuzanumu.

6. IIpumeHeHne cpeicTB AaHTUBHPYCHOM 3aIUTHI

6.1. VYHuuTOXKEHME BHMPYCOB BBINOJIHAETCS OTBETCTBEHHBIM 3a AHTHBHMPYCHBIN
KOHTpOJb B OpraHu3anuu.

6.2. Tlocine yHMYTOXKEHHMS BHPYCOB M BOCCTAHOBIEHHS 3apaKEHHBIX IPOrpaMM U
¢baiinoB ¢ JTaHHBIMU HEOOXOAMMO €IIe pa3 BHITOJIHUTH MPOBEPKY HATHYUS BUPYCOB, UCIIONB3YS
AHTUBUPYCHbBIE TIPOIPAMMBI.

6.3. B cinyuae oOHapyKeHMs, HE MOIAIOIErOCS JIEYCHHIO HPUMEHIEMBbIMU
AHTUBUPYCHBIMU CpPEACTBAMH, OTBETCTBEHHBIN 32 aHTUBUPYCHBIA KOHTPOJIb JI0JKEH HaIlPaBUTh
3apakeHHbIN BUPYCcOM (ailll B OpraHu3aluio, ¢ KOTOPOH 3aKII0YEH JOrOBOP HAa aHTUBUPYCHYIO
MOAJIEPHKKY.

7 . OTBETCTBEHHOCTDb

7.1.OTBETCTBEHHOCTh 3a BBHINOJNHEHHE MEPONPUATHN 110 aHTHBHPYCHOM 3allUTe
nH(pOpMallUKd Ha CPEACTBAX BBIYMCIUTEIBHON TEXHHKH Ha pabodyeM MeCTe B COOTBETCTBHMU C
TpeboBaHusaMU  Hacrosimiero  [lomodkeHusi, Bo3maraeTcsi Ha  TOJb30BaTeNs  CPENICTB
BBIYMCIUTENbHON  TeXHUKH. OTBETCTBEHHOCTh 3a  NPOBEACHHE  MPO(UIAKTHUYECKUX
MEepONpHUATHIl 1o obecrieyeHUt0 aHTUBHpYcHOUM 3amuThl B AC Opranuzanuu, a Takxke
YHUYTOKECHHE BBISIBICHHBIX BHPYCOB BO3JIAra€TCsl HA  OTBETCTBEHHOIO 3a AHTUBUPYCHBIN
KOHTpPOJIb OpraHnu3aiyi.

7.2.Tlepuoanueckuii KOHTPOJb 3a COCTOSHHEM aHTUBMPYCHOH 3amutel B AC
Opranuzanuy, a TaKke 3a COONII0/IEHUEM YCTAaHOBIIEHHOTO MOPSIKAa aHTUBUPYCHOTO KOHTPOJIS U
BBITIOJTHEHHEM  TpeOoBaHW  Hacrosmiero IlojmoskeHHsT  COTpYOHUKAMH  TOJpa3cIICHUMA
Oprasu3anuy OCyIIEeCTBIISIETCS. OTBETCTBEHHBIM 3a aHTUBUPYCHBIN KOHTPOJIb.

7.3.Corpynnuku OpraHu3aluy, HapyIIMBLIIME TPEOOBAHMS HACTOSIIETO JOKyMEHTA,
MIPUBJIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBUU C JIEWCTBYIOIIMM 33aKOHOJATEIbCTBOM
Poccuiickoit ®exnepanum.
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